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2 Pattern: Payloads

Context

In the landmarkpaper“The Early History of Smalltalk” [Kay93], Alan Kay re-
membersa few ideasfrom thesixtiesthathave influencedhis thinkingaboutOOP.
Oneof themwasthemethodof transportingfiles on tapefor theBurroughs220,
while hewasworkingasaprogrammerin theAir Force(around1961):

Therewereno standardoperatingsystemsof file formatsbackthen,
sosomedesignerdecidedto finessethis problemby takingeachfile
anddividing it into threeparts. The third part wasall of the actual
datarecordsof arbitrarysizeandformats.Thesecondpartcontained
the B220 proceduresthat knew how to get at recordsand fields to
copy andupdatethethird part.And thefirst partwasanarrayof rela-
tivepointersinto entrypointsof theproceduresin thesecondpart(the
initial pointerswerein a standardorderrepresentingstandardmean-
ings).

Currentcomputersystemsusedifferentmeansto exchangeinformation. In
mostcircumstances,this is doneby passingmessagesthrougha fastcommunica-
tion channel.However, theabove requirementsarethesame.(i) Messagesencap-
sulateall typesof information,includingcontrolanddataof variablelength.This
correspondsto thethird partof theB220file. (ii) Applicationsneeda mechanism
to accessthe varioustypesof informationwithin messages.The mechanismde-
pendson themessagecontentsandcorrespondsto theB220procedures.(iii) The
standardpiecesof informationassociatedwith eachmessagearerequiredby all
messagehandlers—applicationsthathandlemessages.Thiscorrespondsto thear-
rayof pointers.

Problem

Communicationwithin a software systemis performedby exchangingdifferent
typesof messagesbetweencommunicatingentities. How to distinguishbetween
messagesandtheinformationwithin messages?

Forces
� Communicationis restrictedto messagepassing;

� Thestructureof eachmessagedependson theinformationthatit contains;
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� Thecommunicatingentitiesexchangemany differenttypesof information;

� Applicationsreceive a wide rangeof messages,includingmessagesthey do
notprocess;

� Dependingontheinformationthey encapsulate,somemessagesneedspecial
processing.

Solution

Representmessageswith payloads. A payloadprovides an abstractmodel that
allows the communicatingentitiesto identify differentmessagetypes,aswell as
distinguishtheinformationencapsulatedwithin eachpayload.

Payloadshave two components:

Descriptor component Descriptorscontaingeneral informationaboutthe mes-
sage,suchastype,asynchronousflag, priority level, etc. For eachmessage
type,thedescriptoralsocontainstype-specificparameters. For example,if
thepayloadcontainsanimage,onepossibilityis to encodeits name,sizeand
format.

Data component The datacomponentholds the informationtransportedby the
message.Its sizeandformatdependon thedescriptorcomponent.

Thepreviouscomponentsoffer solutionsfor two of therequirementsidentified
in “Context.” Thedescriptorprovidesa standardway to organizethe information
abouteachpayload.It correspondsto thefirst partof theB220file. Similarly, the
datacomponentcontainstheactualinformation.Thiscorrespondsto thethird part
of thefile. However, so far noneof this componentsoffersbehavior—the second
part.This is coveredlateron in thissection.

Not all payloadscontainboth components.Sometimespayloadsthat corre-
spondto controlmessagesdo not needany additionaldata.Therefore,thesepay-
loadscontainonly thedescriptor. Whenever bothcomponentsarepresent,thesize
of thedatacomponentis usuallymuchlargerthanthedescriptor. Thischaracteris-
tic is usedto optimizethepayloadcopying mechanism—seebelow.

Figure 10 shows a control payloadand a datapayloadcorrespondingto an
image. The generalinformationencodedin the descriptorcontainsthe message
type,an asynchronousflag anda priority level. In contrast,the descriptorof the
datapayloadcorrespondsto animageandhasthreeadditionalfields.Thesecontain
theimagename,sizeandformat.

An object-orientedapproachis anelegantsolutionfor payloads.Polymorphism
providesbehavior parameterizedby thedatatype.This renderstheexplicit encod-
ing of thepayloadtypein thedescriptorunnecessary. Removing theresponsibility
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Figure10: Differentpayloadsandtheircomponents.

of messagetypecheckingfrom theprogrammerreducescomplexity andimproves
efficiency. Inheritancegroupstheattributesandbehavior commonto all message
typesin asuperclass,thuspromotingreuse.Addinganew payloadrequiresonly to
accommodatethenew attribute(s)—ifany—andto provide theappropriatebehav-
ior. Existingsoftwarecontinuesto work with new payloadsthroughthesuperclass
interface.Therefore,unlessit requiresthenew attributesor data,softwarecanbe
reusedwithoutmodification.Encapsulationallowsattributeslikeanasynchronous
flag or a priority level to beassociatedwith eachpayload.Relocatingtheknowl-
edgeaboutthis information insidepayloadsdecreasesthe couplingbetweenthe
communicatingentitiesandthe messagesthey exchange.Consequently, as long
asthepayloadinterfacedoesnotchange,attributerepresentationscanbemodified
withoutaffectingexistingpayloadhandlers.

In concertwith a messagepassingmechanism(Section??), payloadsreplace
direct callswhenthesearenot feasible.Onecircumstanceis whenever thecom-
municatingentitiesresideacrosslogical boundaries.This is typical to distributed
systemsandmultiprocessorcomputers.Applications(processes)runningondiffer-
entmachinesor processorsexchangedataonly by sendingmessagesto eachother.
Anothercircumstanceis whenever thecommunicatingentitiesexchangecomplex
data.Inter-layercalls in a layeredoperatingsystemtypically requirea largenum-
ber of parameters.Several modernoperatingsystemshave replacedthesecalls
with amessagepassingmechanism[TW97].

Although payloadsoffer several benefitsover direct calls, thesedo not come
for free. Thepatterntradesperformancefor flexibility. Oneof themainliabilities
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of thispatternis theoverheadrequiredfor payloadassemblinganddisassembling.
However, thedecreasedcouplingbetweenthecommunicatingentitiesandthemes-
sagesthey exchangefacilitatestheoptimizationof themessagepassingmechanism
(Section??). Transfermechanismsthatrequireadditionalinformationaboutmes-
sagesareableto obtainit directly from themessage,throughawell-definedproto-
col. Thiscanhelpreducethemessagepassingoverhead.

Anotheroperationthatmakespayloads(whenusedin conjunctionwith ames-
sagepassingmechanism)lessefficient thandirectcallsis payloadcopying. Some-
timesit is possibleto substitutepayloadcopying with changeof ownership.How-
ever, if thepayloadis sentto multiple recipients,it hasto beclonedsuchthateach
receivergetsits owncopy. But cloningwastesspaceandmaynotevenbeviablefor
payloadswith largememoryfootprints. Underthesecircumstances,thereceivers
cansharethesamepayload.Shouldareceivermodify theincomingpayload,it has
to obtainits own privatecopy. Whencopying is cannotbeavoided,anoptimized
techniquecanbeemployed:

Shallow copy Copy just thedescriptorandsharedatacomponents.However, the
shareddatacomponentcannotbechanged.

Deep copy Copy the datacomponentsas well. Implementingthis as copy-on-
write canimprove performance.

If theentitiesthatexchangethedataresideacrosshardwareboundaries,changing
of ownershipwithout copying cannotbeavoidedandtheentirepayloadhasto be
transferred.

Onepossibleway to improve performanceis to packmultiple payloadsinto
onecontainerpayloadsuchthatall of themaretransferredin asinglestep[SC95].
This approachis well suitedto high messageratesor bursty traffic, suchthat the
senderdoesnot have to hold a messagetoo long beforepassingit further. It has
beensuccessfullyappliedin operatingsystemswhichconsistof severalinteracting
components[TW97, CRJ87].

Passingpayloadsinsteadof using direct calls hasadditionalconsequences.
(i) Payloadshide the detailsof the communicationchannel. Oncecommunica-
tion is doneonly by passingpayloads,changesof thecommunicationchannelare
transparent.For example,thecommunicatingentitiescanberelocatedonmultiple
processingunits thatarelinkedby a high-speednetwork—e.g.,ATM or Ethernet.
Therefore,payloadsfacilitatethedistributionof existingapplicationsovermultiple
processingunits,which canbeheterogeneous.(ii) Payloadsarestandloneobjects
andcanbepersistent.Mission-criticalapplicationsusepersistentmessagesto cope
with failures.For example,IBM’ sExotica/FMQM(FlowMark onMessageQueue
Manager)[AAA � 95] projectis a fully-distributedworkflow systemthatemploys
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IBM’ s MQI API for persistentmessaging.MQI eliminatesthe needfor a cen-
tralizeddatabase,which for many workflow systemsconstitutesa singlepoint of
failureandsometimesa bottleneck.Therefore,persistentpayloadsoffer increased
resilienceto failures,greaterscalabilityandflexibility of systemconfiguration.

A large numberof applicationsusepayloads. Consequently, automatedtools
for payloadmanagementcanbevaluableduringthesoftwaredevelopmentprocess.
One suchtool is the MessageTranslationand Validation (MTV) Builder [Eng]
from Accel SoftwareEngineering.MTV automatessoftwaregenerationto facili-
tatecommunicationbetweensystemsanddevicesof varioustypes.Theautomatically-
generatedcodeprovidesmessagetranslationandvalidationcapabilitiesthatcanbe
integratedinto an application. Payloadsare built and modified througha GUI.
Startingfrom a visual representation,MTV Builder automaticallygeneratesthe
interfacecontrol documents,the translationandvalidationsoftware,andthe test
software.Therefore,thecodemaintenancetime is eliminated.

In summary, the payloads patternhasthe following benefits(✓) and liabili-
ties(✗):

✓ Payloadsincreasetheoverall flexibility andpermit theadditionof new fea-
tures(e.g.,priority levels, supportfor asynchronousevents)with minimal
changes.

✓ Adding new messagetypesdoesnot requirechangingthe existing entities
which arenot interestedin them. For example,in a data flow architecture
(Section1), filters passdownstreamthe messagesthey do not understand,
withoutperformingany processing—alsoknown as“tunneling.”

✓ Messagecontentscan be modifiedat runtime. Modulesinsert or remove
messagecomponentsbeforepassingthemfurther. Consequently, thetraffic
canbereducedby piggybackinginformationonpassingmessages.

✗ Themain liability of this patternis its inefficiency whencomparedwith di-
rect calls. This is due to the high overheadassociatedwith copying and
payloadassembling/disassembling.

Implementation notes

As mentionedbefore,thekey propertiesof the object-orientedparadigmprovide
anelegantsolutionfor thethreerequirementsidentifiedin “Context.”

A flexible implementationsolutionis to regardthepayloadasacompositemes-
sage[SC95].Concreteclassescorrespondingto variousmessagetypesarederived
from theabstractclassMessage—Figure11—andprovide implementationsfor its
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class Message {
public:

Message();
virtual ˜Message();
virtual Serialize() =0;
virtual Deserialize() =0;
/*
Other methods for messages
*/

};

Figure11: TheMessage abstractbaseclass.

interface. The Payload class—Figure12—is a compositeMessage that extends
the interfacewith severaldescriptor-specificmethods.In this example,eachpay-
loadhasassociatedwith it a priority level andanasynchronousflag. Clientscan
subclassPayload to extendthedescriptor-specificinterfacein a transparentway.

Examples

1. Many multimedia applicationsusethepayloads pattern.VuSystem[Lin94]
hasVideoFrame for singleuncompressedvideoframe;AudioFragment for
a sequenceof audiosamples;and Caption for close-captionedtext. The
payloadsprovide marshalling/unmarshalling methodswhich allow VuSys-
temmodulesto resideondifferentcomputers.In ActiveMovie [AMS], pay-
loadsareeithermediasamplesor qualitycontroldata.Mediadataoriginates
at thesourceandis passedonly downstream.Qualitycontroldataprovidesa
meansto gracefullyadaptto loaddifferencesin themediastream.It is used
to sendnotificationmessagesfrom a renderereitherupstream,or directly to
a designatedlocation. All theelementsof thearchitecturearchitecturerec-
ognizeanasynchronouseventwhich requiresgracefulflushingof old data,
followedby globalresynchronization.

2. AbstractSyntaxNotationOne(ASN.1) [X2088a] is a methodof specifying
abstractobjectsin theOpen Systems Interconnection (OSI) architecture.
TheBasicEncodingRules[X2088b] describehow to encodevaluesof each
ASN.1 type as a string of bytes. BER encodeseachpart of a value as a
(identifier,length,contents) tuple.Theidentifierandlengthcorrespondto the
descriptorcomponent,while the contentscorrespondsto the datacompo-
nent. Although ASN.1 and BER have beendesignedfor the application-
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class Payload : public Message {
public:

Payload();
virtual ˜Payload();
// Message interface
virtual Serialize() { /* */ };
virtual Deserialize() { /* */ };
/*
Other methods for messages
*/
// Payload-specific interface
int PriorityLevel() const { return _priorityLevel};
bool IsAsynchronous() const { return _isAsynchronous};
/*

Other descriptor-specific methods
*/
// Composite interface
virtual void AddMessage(Message *) { /* */ };
virtual void RemoveMessage(Messa ge *) { /* */ };

private:
int _priorityLevel;
bool _isAsynchronous;
/*

Other descriptor-specific data
*/
vector<Message *> _components;

};

Figure12: ThePayload class.
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presentationinterfacewithin the OSI architecture,they have alsobeenap-
plied for distributedsystems.

3. As mentionedbefore,this patternis alsoemployedby someoperating sys-
tems. In the caseof UNIX streams[Rit84], payloadsare calledmessage
blocks. A headerspecifiestheir type (dataor control),aswell asotherat-
tributes(e.g.,asynchronousevent).

4. Parallel computing is anotherdomainwherepayloadsareusedextensively,
particularlyfor architecturesthatdo nothave sharedmemory. TheMessage
PassingInterface(MPI) [SOHL� 96] is astandardizedandportablemessage
passingmechanismwhichrunsonawidevarietyof parallelcomputers.MPI
messagescall thedescriptorcomponent“messageenvelope.”

Related Patterns
� Applicationsthatusethedata flow architecture typically employ payloadsto

encapsulatethedatathatflows throughthenetwork.

Whathappenswhenasourcemodule(for example,afile reader)reachesthe
endof the input stream?This conditionis signaledby sendingdownstream
a payloadthat correspondsto the “end of stream”control message.The
mechanismis propagateddown the filter network until it reachesthe sink.
Therefore,payloads enablemodulesto exchangecontrol information in a
transparentway.

� Marshallingandunmarshallingmethodsrequirepayloadsto reconstructthem-
selvesfromabytestream.Thereceiverendcanemploy afactory method [GHJV95]
to reconstructtheappropriatetypeof payload.

� Composite message [SC95] facilitatesthe packagingof several messages
into a composite.Its objective is to improve performanceby reducingthe
messagepassingoverhead.

� Theproxy [GHJV95,BMR � 96] patterncanhelpreducetheoverheadof pay-
loadcopying. A proxypayloadhasthesameinterfacebut postponesthedata
transferuntil its dataor descriptorcomponentsareneeded.
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