3 Pattern: Payload passingprotocols

Problem

Applicationsconsistof seseral collaboratingcomponentsHow to distribute con-
trol flow amonghesecomponenti awaythatis compatiblewith theapplications
requirements?

Forces

e Interactiorbetweersoftwarecomponentsanbedemand-dsien, event-driven
or asynchronous;

e Theavailableresourcege.g.,memoary)arelimited;

e Disconnectedperations required.

Subpattems

Thefollowing subpatternglescribeseveralwaysto assigncontrolflow amongcol-
laboratingsoftware components.Eachsubpatternays out structuralrules about
how differentcomponentcommunicate.They avoid the needfor dynamicsyn-
chronizationpolicies[Lea9q. Therefore,the payload passing protocols enable
applicationgo scaleacrosdifferentprotocolsandcommunicatiormechanisms.

3.1 Pull
Context

Not all subsystemef a computeroperateat the samespeed. The hard disk, for
instancejs oneof theslovestsubsystemsOn average currentdrivesneedtime in
theorderof millisecondgto satisfyareador write request.

Consideran applicationthat readsthe outputof somesensorandrecordsthis
valueon a harddrive. The applicationconsistsof two componentsThe producer
interfaceswith the sensorandcanobtaina new valueeach50Qus. The consumer
interfaceswith the harddrive andfor eachwrite it needson average8ms. The
dataflow is from the producer(upstream}o the consumerdowvnstream).Which
componenshouldtriggerthereadings?

Solution

Usethepull protocol. The downstreancomponentequestsnformationfrom the
upstreantomponentvith aprocedure/methochll thatreturnshevaluesasresults.
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This mechanisntanbe implementediia a sequentiaprotocol,maybe multi- How?
threadedwith other requestson either side, and may performin-place updates
ratherthanreturningresults[Lea94.

In the pull model,dataflow is initiated by the downstreancomponentConse- When?
qguently it is applicablen demand-dsien contexts andinstancesvherethesenders
operatdasterthantherecever. However, becauséhereis no provision for theup- Why not
streamcomponent(sjo trigger the dataflow, this protocolcannotdealwith asyn-
chronousor prioritizedevents.

Applicationsemplgying this protocol do not needbuffers. The dovnstream Other
componentequestsa new dataitem only whenit is readyto processt. Buffers
requireadditionalmemoryor permanenstorage They alsocangron dynamically
thusexpandinganapplications memoryimage.Consequent|ythe pull protocolis
anattractye solutionfor instancesvheretheseresourcesrelimited. However, the
lockstepexecutionrequiresalive connectiorbetweercomponentsThereforejt is
notagoodchoicefor disconnectedperation.

The pull protocol and the direction of control and dataflow is illustratedin
Figurel3.

Data Flow
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Control Flow

Figure13: Thepull protocol.

In summarythe pull protocolhasthefollowing benefitsandliabilities:

O It is bestsuitedfor demand-dxien applications Typically, the slovestcom-
ponentdetermineglow controlandthe applicationdeliversbesteffort per
formancewhile performingonly the necessaryork.

[0 Doesnot requirebuffers. It is suitablewhenresourcesarelimited or the
applicationis restrictedo afixedmemaoryfootprint.

O It cannothandleasynchronousr prioritized events. All messageareheld
by the upstreancomponenuntil a newv oneis requiredby the dovnstream
component.
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O Disconnectedperationis not possible. Both partiesmustbe presentand
linkedthroughalive connection.

OO Not feasiblefor long end-to-enddelays. The round-triprequiredto bring
eachdataitem takestwice theend-to-endlelay

3.2 Push
Context

Thereareinstancesvhenapplicationshave to dealwith unexpectedevents.A user
wantsto beableto interruptat ary momenta runningprogramthattakestoo long
to complete.

Consideranapplicationfollowing the model-viav-controller(MVC) architec-
ture [BMR™96]. The userinteractswith the controller by manipulatingvarious
graphicaluserinterfacewidgets.Useractionsarecorvertedinto events. Themodel
andview changestatebasedntheseavents.Dataflow correspondingo users ac-
tionsis from thecontroller(upstreamjo themodelandview (downstream)Which
componengeneratethetransferof events?

Solution

Usethe push protocol. The upstreantomponensendshe new dataitemsdown-
streamwheneer theseareavailable.

This mechanisnmay be implementedas procedurecalls containingnewv data How?
asarguments,as non-returningpoint-to-pointmessagesr broadcastsas priori-
tizedinterrupts,or ascontinuation-stylgorogramjumps[Lea94.

Thepushmodelis applicablén event-drivencontets, wherethecomputation— When?
dataflow—is initiated by anexternaleventor by acontinuoudoopin theupstream
component.However, the upstreancomponentloesnot know if the otherendis Why not
readyto receve or not. To preventdataloss,the downstreamcomponenusesa
buffer to queuethe upcomingdata. If the systemprocessesasynchronousvents
or high priority messageshe buffer mustbeableto identify andpasshemdown-
streamaheadbf low priority messageswhile a simpleFIFO queues suitablefor
theformersituation thelatterrequiresa priority queue.The payloads patternpro-
videsone possiblesolutionfor messagédentification. However, buffers require
additionalschedulingpolicies,introduceunpredictablelelaysandarenotviableif
the payloadshave large memoryfootprints.

Thepushprotocolcanusebuffersfor flow control[Rit84]. A highwatermark Other
limits the amountof payloadsthat canbe storedin the repository;the upstream
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componentoesnot placedatain the queueabore this limit. Whenthe queueex-
ceedsts highwatermark, it setsaflag andtheupstreantomponenstopssending
data. Whenthe downstreamcomponennoticesthis flag setandthe queuedrops
belov alow watermark, it reactvatesthesender

The pushmodelandthe directionof cotrol anddataflow is illustratedin Fig-
urel4.

Data Flow

Control Flow

Figurel4: Thepushprotocol.

This protocolhasthefollowing benefitsandliabilities:

O It is bestsuitedfor event-driven applications.Wheneer aneventis gener
atedor recevedfrom anexternalsourcejt is processedight away.

O Supportsasynchronousotificationsand prioritized messages.Since the
upstreamcomponentriggersthe dataflow, thesesort of messagesanbe
passediovnstreamasthey arrive.

[0 Supportglisconnectedperation.Onceall dataitemshave beenqueuedthe
upstreantomponenandthe connectiorarenot requiredarylonger

0 Requiresbuffers betweencommunicatingcomponents Additional logic is
neededo managdhe dataitemswithin buffers.

0 Needwupperbounddor buffers. Realapplicationglo notuseinfinite buffers;
developershave to estimatebuffer upperboundsandhandlein areasonable
way ary attemptto passthem.

O Increasesesourceconsumption.Buffers usememoryor persistenstorage
which otherwisecanbe usedfor differentpurposes.
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3.3 Indir ect
Context

Sometimesheoperationof cooperatinggomponentss asynchronousiith respect
to eachother This is typical when&er their communicatioris crossingdomain
boundaries.

In [RW94], the authorsdescribea softwaresimulatorfor disk drives. The sim-
ulatoris basedon AT&T’ s C++ tasklibrary and consistsof two tasks. Onetask
modelsthe disk mechanism The secondaskmodelsthe SCSlbusinterfaceand
its transferengine. Sincethe disk mechanisnmandthe SCSlsubsystenaredrived
by differentclocks,their interactionis asynchronousDataflow changeglirection
accordingto the requestype—reador write. How to assigncontrol flow in this
situation?

Solution

Use the indir ect protocol. This requiresthe availability of a sharedrepository
(sometimegalledmailbox, pipe [BMR T96] or put/tale buffer stagefLea9q) that
is accessibléo bothmodules.

This mechanisntan be implementedvia transfersto sharedmemorywhich
occuratfixedrates,or via polling [Lea94. Wheneer the sendecomponen{pro-
ducer)is readyto pasdatato therecever, it putsit in thesharedepository When
readyto processanotheinput,therecever componen{consumerjetsa dataitem
from therepository

Theindirectmodelis applicablewhenthe sendemlandtherecever procespay-
loadsasynchronous)yeventually at differentrates. Wheneer not all datais re-
quiredby therecever, the sendercanoverwrite the contentsof the sharedreposi-
tory. For example,assume digital video camerawhich capturedramesat a high
rateand makesthemavailablein a sharedbuffer. If the framerateis not critical
for the restof the system,thenthe next recever componenteadsframesfrom
the sharecbuffer at a different,lower rate. However, the performancelependon
the natureof the repository For systemswith sharednemorythe procotolis effi-
cient. Butthesharedesourcaequiregheadditionaloverheadypically associated
with synchronizatiorproblemgSPG91]—managinghe critical sections.Shared
memoryis not necessariljavailable if the modulesare locatedacrosshardware
boundaries.

Theindirectmodelis illustratedin Figure15. Thesquarevavesshav how the
two componentsccesshesharedepositoryatdifferentratesthewritesandreads
areshavn asarrows).

In summarytheindirectprotocolhasthe following benefitsandliabilities:
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Figurel5: Theindirectprotocol.

O Itisbestsuitedwhenaertheinteractionbetweercomponentss asynchronous.
Thisis typicalfor componentsocatedacrosslomainboundaries.

[0 Thesenderandrecever canaccesgshe sharedrepositoryat differentrates.
Their processingatesareindependenandcanchangedynamically

O It is efficient. Transferghroughsharednemoryarefast.

0 Low couplingbetweerthetwo parties. The senderandtherecever interact
only with thesharedepository They do notneedto knowv abouteachother

O Increaseshe overhead.Managingthe critical sectionds tediousandtime-
consuming.

[0 Requiresasharedepository Sharednemorymaynotbeavailableor viable.

Additional obsewations

This sectionprovidessomeadditionaldetailswith generalpplicabilityandshavs
therelationshipswvith otherpatterns.

Dependingon how controlflow is implementeddatarepositoriesntroducean End-of-
additionalproblem:if thereis no messagéhatmarksthe endof streamor thedata stream
repositorycannotdetectt, thelastmessageseedto be automaticallyflushedby a
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timeoutmechanismThepayloads patternfacilitatesthe detectionof this situation
while maintainingaloosecouplingbetweermessageanddatarepositories.

Eachof the threeprotocolshasits own problems.Mixed protocolsthatcom- Mix
bine the advantageof morethanonemodelaresometimewiable. For example,
the upstreancomponentanusethe pushprotocoluntil the downstreamcompo-
nentblockscommunication.Thenthe pull protocolcanbe used,until the dovn-
streamcomponents readyto accepithermessageom therecever.

Workflow systemsusepull andpushprotocolsfor schedulinghroughworklist  \Workflow
handling[Moh97]. A worklist containsall actwvities which are readyto be per
formedby the worker (eitheranuseror anapplication).The workflow engineup-
dateghislist eachtime anew actiity is ready In pull systemstheworkerinspects
theworklist andselectgpulls) the next actiity to be performed.This protocolis
suitablefor self-schedulablavorkers. In pushsystemsthe worker is not given a
choice. The workflow engineselectsand passegpushes}he next actvity to the
worker. Theprotocolis employedwheneer the systemcontrolswork scheduling.

Multiple input ports complicatecontrol flow and requireadditionalpolicies. > 1 inputs
Two possiblescenarioshave beenidentifiedin the context of hardware dataflow
architecturegDen8Q Pap9]. In the static model, a filter recomputests output
value eachtime a new payloadis availableat an input port. The dynamicmodel
tagsthepayloadswith “context descriptors. A new outputvalueis computecbnly
when payloadswith identicaltags(contet descriptors)are presentat the input
ports. The choicebetweenthe two modelsdependn the applications require-
ments. However, the associatie memoryrequiredby the latter andthe dynamic
tokenmatchingoverheadsometimesnake this scenariot feasible.

Implementation notes

Figures2—4shav a pushmechanisnin the contet of dataflow architecturesThe
network is constructedtartingfrom thesource—thé\ttach() methodestablishes
a connectionfrom an outputport to an input port. Computationis triggeredby
callingthelnput() methodof thesource.

Theimplementatiorfor apull mechanisnis symmetric.PullOutput —Figure16—
is an abstractclasswhich determineghe outputdatatype. Insteadof taking an
amgument,now theOutput() methodhasareturnvalue. Subclassesnplementit
to gettheinput datafrom the upstreancomponentprocesst andreturnthetrans-
formedvalue. Pulllnput —Figure 17—determineshe input datatype, provides
theinterconnectionmechanismandmaintainsa pointerto the previous (upstream)
component.Thistime, thePullPort  class—Figurel8—encapsulatabe attach-
mentbetweeraninput portandanoutputport.

Figure 19 shaws the implementatiorof the processingnodulefrom Figure5
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template<class DataType> class PullOutput  {
public:

virtual ~ "PullOutput() { %

virtual DataType Output() =0;

3

Figure16: ThePullOutput  class.

template<class DataType> class Pulllnput  {

public:

virtual ~ "Pullinput() { %

virtual  void  Attach(PullOutput< DataType> *previous)
{

_port=new PullPort<DataType  >(prev iou s) ;

|3
virtual void Detach()

{

delete _port;

}
protected:
inline  DataType Input() { return _port->Input(); h
private:
PullPort<DataType> * port;
)3

Figurel7: ThePullinput  class.

template<class DataType> class PullPort  {
public:
PullPort(PullOutpu t< DataType> *module)

. _module(module) { }
"PullPort() { }
inline  DataType Input() { return _module->Output(); k

protected:
PullOutput<DataTyp  e> * module;

b

Figure18: ThePullPort  class.
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class Sgrt : public Pullinput<int>, public  PullOutput<double> {
public:

Sart)  { %

Sart)  { k

double  Output()

{
return  sqrt(Input());

3

Figure19: TheSqrt processingnodulefollowing thepull model.

following the pull model. This time, computationis triggeredby invoking the
Output() methodof thesink.

Implementingheindirectmodelgoesalongthe samdines,but addstheshared
repository(e.g.,acircularbuffer) betweertheinput portandthe outputport.

For simplicity’s sale, severalimportantfeatureshave beenremaoved from the
classeshavn in Figures2—4 and16—18. First, noneof thememplgs buffering.
An easyway to add buffers is to useone of the containerclassege.g., Stack )
provided by the StandardTemplateLibrary [MS96]. Second,the payloadsare
primitive types.They arenotshareablégfor the pushprotocol)andarecopiedeach
time they crossthe intermoduleboundary(for the pull protocol). The Payloads
patterndiscusseseveral optimizedtechniqueshataddressheseproblems.

Examples

1. Multimedia applicationsike VuSystem[Lin94] and ActiveMaovie [AMS]
emplo/ oneor sereral payloadpassingprotocols. VuSystemdoesnot use
buffers. Payloadsare passedvith onefunction call andtiming constraints
arepropagatedhroughback-pressureBy temporarilyrefusinga payload.a
downstreamcomponenslows dovn upstreanprocessing.The mechanism
is simple and doesnot requiremulti-threading. In ActiveMovie, pins are
responsibldor providing interfacesto connectwith otherpinsandfor trans-
porting data. Theseinterfacestransfertime-stampediata, negotiate data
formatsand maximizethroughputby selectingan optimal protocol—push
or pull.

2. Dataflow hardware alsoemplgs pushandpull mechanismsi-or example,
considerthearithmeticexpressiore = ((a+ 1) x (b—6)). A reductionma-
chinetakesa bottom-upapproachcomputingfirst the subexpressiona+ 1
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andb — 6, andfinally the multiplicationwhich yieldsthe result. This eager
evaluationcorrespondso the pushmodel. A demand-dsien computation
takes a top-davn approach.It begins by requestinghe value of e, which

triggersthe evaluationof the product. This in turn triggersthe additionand

the subtractionThelazy evaluationcorrespondso the pull model.

3. Operating systemsusetheseprotocolsaswell. For example,the UNIX
streaminput-outputsystem[Rit84] emplg/s a messagajueueand water
marksfor flow control.

4. Payloadpassingprotocolsare also presentin distrib uted object systems
The CORBA event service[OHE97] allows objectsto registertheir inter
estin specificevents. The event channelsupportsboth the pushand pull
protocolsfor eventnotification.

Related Patterns

e Applicationsfollowing the data flow architecture replacedirectcallswith a
messag@assingnechanismUsuallythisis oneof theabove protocols.

e Buffers needvarioustypesof information aboutthe messageshey store
(e.g.,priority level, etc.). The payloads patternensuresuniform accesso
this information, while maintaininga loose coupling betweenbuffers and
messages.

¢ Adjacentlayerswithin alayered architecture [BMR*96] communicatevith
eachother Theforementionegrotocolssolve the interlayer communica-
tion problemwheneer directcallsarenot feasible.

e Both partiesengagedn a pull protocolareawareof eachother The useof
the Observer [GHJV95] patterndecreasethis coupling.
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